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Purpose

The always-on site-to-site VPN tunnel described here encrypts data between the <OurServer> Server at <Us> and the <TheirServer> Server at <Them>.

The endpoints of the VPN tunnel (also called the peers) are <Us>’s PIX firewall and <Them>’s PIX firewall.

Technical Background

<OurServer>

Actual IP (local):
(192.168.1.1)

   Reachable by <Them> at:
10.88.1.1
<TheirServer>

Actual IP (local):
(192.168.2.2)

   Reachable by <Us> at:
10.88.2.2

The process by which a packet travels from <Us> to <Them>:

1. The packet is addressed to 10.88.2.2 from 192.168.1.1.

2. The packet is routed to the inside interface of the <Us> firewall.

3. The packet is checked against <Us>’s inside-in access-list.

4. The packet undergoes NAT.  It is now addressed to 10.88.2.2 from 10.88.1.1.

5. The packet is encrypted with IPSec.

6. The packet is sent over the tunnel to the peer.

7. The packet arrives at the <Them> peer.

8. The packet is decrypted.

9. The packet undergoes NAT.  It is now addressed to 192.168.2.2 from 10.88.1.1.

10. The packet is routed to <TheirServer> @ 192.168.2.2.

The process by which a packet travels from <Them> to <Us>:

1. The packet is addressed to 10.88.1.1 from 192.168.2.2.

2. The packet is routed to the inside interface of the <Them> firewall.

3. The packet is checked against <Them>’s inside-in access-list.

4. The packet undergoes NAT.  It is now addressed to 10.88.1.1 from 10.88.2.2.

5. The packet is encrypted with IPSec.

6. The packet is sent over the tunnel to the peer.

7. The packet arrives at the <Us> peer.

8. The packet is decrypted.

9. The packet undergoes NAT.  It now is addressed to 192.168.1.1 from 10.88.2.2.

10. The packet is routed to <OurServer> @ 192.168.1.1.

Firewall Configuration

The following firewall configurations are used to establish connectivity between the <Us> <OurServer> and the <Them> <TheirServer>.

<Us> Firewall Configuration

access-list acl_inside permit ip host 192.168.1.1 host 10.88.2.2

access-group acl_inside in interface inside

sysopt connection permit-ipsec

static (inside,outside) 10.88.1.1 192.168.1.1 netmask 255.255.255.255 0 0

isakmp key <password> address <TheirOutsideIP> netmask 255.255.255.255 no-xauth

   no-config-mode

isakmp policy 40 authentication pre-share

isakmp policy 40 encryption 3des

isakmp policy 40 hash md5

isakmp policy 40 group 2

isakmp policy 40 lifetime 86400

isakmp identity address

access-list vpnTHEM permit ip host 10.88.1.1 host 10.88.2.2

crypto ipsec transform-set ESP-3DES-MD5 esp-3des esp-md5-hmac

crypto map vpnMap 90 ipsec-isakmp

crypto map vpnMap 90 match address vpnTHEM

crypto map vpnMap 90 set peer <TheirOutsideIP>

crypto map vpnMap 90 set transform-set ESP-3DES-MD5

crypto map vpnMap interface outside

<Them> Firewall Configuration

access-list <acl_inside> permit ip host 192.168.2.2 host 10.88.1.1

access-group <acl_inside> in interface inside

sysopt connection permit-ipsec

static (inside,outside) 10.88.2.2 192.168.2.2 netmask 255.255.255.255 0 0

isakmp key <password> address <OurOutsideIP> netmask 255.255.255.255 no-xauth

   no-config-mode

isakmp policy <policy-#> authentication pre-share

isakmp policy <policy-#> encryption 3des

isakmp policy <policy-#> hash md5

isakmp policy <policy-#> group 2

isakmp policy <policy-#> lifetime 86400

isakmp identity address

access-list <list-name> permit ip host 10.88.2.2 host 10.88.1.1

crypto ipsec transform-set <transform-name> esp-3des esp-md5-hmac

crypto map <map-name> <entry-#> ipsec-isakmp

crypto map <map-name> <entry-#> match address <list-name>
crypto map <map-name> <entry-#> set peer <OurOutsideIP>

crypto map <map-name> <entry-#> set transform-set <transform-name>
crypto map <map-name> interface outside

Access-list Configuration

<Us> access-list configuration

<Us> must allow outgoing packets from its <OurServer> to penetrate the inside interface.  The packets (before NAT) are from 192.168.1.1 destined for 10.88.2.2.

access-list acl_inside permit ip host 192.168.1.1 host 10.88.2.2

Incoming packets from the tunnel must be immediately placed on the inside interface, so the outside-in access-list need not be modified to allow traffic from <Them> to <Us>.

sysopt connection permit-ipsec

<Them> access-list configuration

<Them> must allow outgoing packets from its <TheirServer> to penetrate the inside interface.  The packets (before NAT) are from 192.168.2.2 destined for 10.88.1.1.

access-list <acl_inside> permit ip host 192.168.2.2 host 10.88.1.1

The access list entry above must be added to the existing inside-in access-list.  The name of the list can be determined by examining the ACL applied to the inside interface (find this line and use the name).

access-group <acl_inside> in interface inside

Incoming packets from the tunnel must be immediately placed on the inside interface, so the outside-in access-list need not be modified to allow traffic from <Us> to <Them>.

sysopt connection permit-ipsec

NAT Configuration

<Us> considers 192.168.x.x/16 to be its internal network.  <Them> address space overlaps.  Therefore, Network Address Translation (NAT) must occur.  This is done by each side NATing their addresses before sending packets out; this requires NAT be configured on each side.

<Us> maps outgoing packets from 192.168.1.1 to 10.88.1.1.

To <Them>, it looks as if the traffic from <Us>’s source comes from 10.88.1.1.

<Them> maps outgoing packets from 192.168.2.2 to 10.88.2.2.

For <Us> to send to <Them> <TheirServer>, <Us> uses 10.88.2.2.

For <Them> to send to <Us> <OurServer>, <Them> uses 10.88.1.1.

<Us> NAT configuration

Force all outgoing <Us> packets headed from 192.168.1.1 to come from 10.88.1.1

AND

Force all incoming <Them> packets headed to 10.88.1.1 to go to 192.168.1.1:

static (inside,outside) 10.88.1.1 192.168.1.1 netmask 255.255.255.255 0 0

<Them> NAT configuration

Force all outgoing <Them> packets headed from 192.168.2.2 to come from 10.88.2.2

AND

Force all incoming <Us> packets headed to 10.88.2.2 to go to 192.168.2.2:

static (inside,outside) 10.88.2.2 192.168.2.2 netmask 255.255.255.255 0 0

Key Management (isakmp) Configuration

The VPN tunnel relies on a pre-shared secret.  That is, there is a password on the device which must be identical to the one on the peer device.  The addresses used for the tunnel are the actual public IPs of the VPN tunnel termination devices (in this case, the PIX firewalls).  <Us> must use the public ‘peer’ address of the <Them> firewall and <Them> must use the public ‘peer’ address of the <Us> firewall.

Note:  The shared password is intentionally NOT written into this document.  Do NOT write the password on this document.  You must meet with the <Us> Network Administrator to obtain this information.

<Us> isakmp key configuration

isakmp key <password> address <TheirOutsideIP> netmask 255.255.255.255 no-xauth

   no-config-mode

<Them> isakmp key configuration

isakmp key <password> address <OurOutsideIP> netmask 255.255.255.255 no-xauth

   no-config-mode

The isakmp policies used must be present on both sides of the tunnel (although the policy numbers need not match).

<Us> isakmp policy configuration

isakmp policy 40 authentication pre-share

isakmp policy 40 encryption 3des

isakmp policy 40 hash md5

isakmp policy 40 group 2

isakmp policy 40 lifetime 86400

<Them> isakmp policy configuration

isakmp policy <policy-#> authentication pre-share

isakmp policy <policy-#> encryption 3des

isakmp policy <policy-#> hash md5

isakmp policy <policy-#> group 2

isakmp policy <policy-#> lifetime 86400

Each side must indicate isakmp is using IP addresses (rather than hostnames)

isakmp identity address

Encryption Configuration

Define traffic that will build/use a tunnel (often called interesting traffic).  Remember tunnels are used AFTER address translation:

<Us> interesting traffic configuration

Tunneled packets are those to <Them> <TheirServer> (10.88.2.2) from <Us> <OurServer> (10.88.1.1):

access-list vpnTHEM permit ip host 10.88.1.1 host 10.88.2.2

<Them> interesting traffic configuration

Tunneled packets are those to <Us> <OurServer> (10.88.1.1) from <Them> <TheirServer> (10.88.2.2):

access-list <list-name> permit ip host 10.88.2.2 host 10.88.1.1

Each side must define a transform set to use (if this set already exists, its name may be used in the crypto map):

crypto ipsec transform-set <transform-name> esp-3des esp-md5-hmac

<Us> crypto map configuration

crypto map vpnMap 90 ipsec-isakmp

crypto map vpnMap 90 match address vpnTHEM

crypto map vpnMap 90 set peer <TheirOutsideIP>

crypto map vpnMap 90 set transform-set ESP-3DES-MD5

<Them> crypto map configuration

Note that only one map can be bound to an interface.  So if there is already a named crypto map in effect, these lines must be added to it (use a unique entry #) and a new map name cannot be used.

crypto map <map-name> <entry-#> ipsec-isakmp

crypto map <map-name> <entry-#> match address <list-name>
crypto map <map-name> <entry-#> set peer <OurOutsideIP>

crypto map <map-name> <entry-#> set transform-set <transform-name>
Each side must put the map into effect (add this line if not already present):

crypto map <map-name> interface outside
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